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Problems & Ideas

* Problems of secure k-Nearest Neighbor (kKNN)Query:

— Most secure kNN query schemes have linear search complexity
regarding to dataset sizes.

— Existing index strategy for secure kNN query cannot support dynamic
update over encrypted datasets.

* Ideas: A new encrypt-then-index strategy that transforms
encrypted databases and then builds index on the
transformed data.
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Figure shows the main algodthms of our kNN query scheme which simultansecusly achisves sub-linsar compbaxity for KMN
quenes and allows dala owneds to dynamically update their databases. The comectness can be guaranieed because
dis(p,.q) < dis(p,.q) = dis(p]. 0"} = dis(p}.q").
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Main Contributions

* Contributions:

— A new encrypt-then-index strategy enables sub-linear complexity for
k-NM queries and allows data owners to dynamically update their
databases:

— We apply our strategy to improve the efficiency and flexibility of
multiple widely-used schemes without sacrificing security, such as
ASPE, ZHT, and MRSE;
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